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3.4.4 Router Implementation
We have now seen a variety of ways to build a switch, ranging from a
general-purpose processor with a suitable number of network interfaces
to some sophisticated hardware designs. In general, the same range of
options is available for building routers, many of which look something
like Figure 3.43. The control processor is responsible for running the rout-
ing protocols discussed above, among other things, and generally acts as
the central point of control of the router. The switching fabric transfers
packets from one port to another, just as in a switch; and the ports provide
a range of functionality to allow the router to interface to links of various
types (e.g., Ethernet, SONET).

A few points are worth noting about router design and how it differs
from switch design. First, routers must be designed to handle variable-
length packets, a constraint that does not apply to ATM switches but is
certainly applicable to Ethernet or Frame Relay switches. It turns out that
many high-performance routers are designed using a switching fabric
that is cell based. In such cases, the ports must be able to convert variable-
length packets into cells and back again. This is known as segmentation
and re-assembly (SAR), a problem also faced by network adaptors for ATM
networks.

Another consequence of the variable length of IP datagrams is that it
can be harder to characterize the performance of a router than a switch
that forwards only cells. Routers can usually forward a certain number
of packets per second, and this implies that the total throughput in bits
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per second depends on packet size. Router designers generally have to
make a choice as to what packet length they will support at line rate. That
is, if pps (packets per second) is the rate at which packets arriving on a par-
ticular port can be forwarded, and linerate is the physical speed of the port
in bits per second, then there will be some packetsize in bits such that:

packetsize× pps = linerate

This is the packet size at which the router can forward at line rate; it is
likely to be able to sustain line rate for longer packets but not for shorter
packets. Sometimes a designer might decide that the right packet size to
support is 40 bytes, since that is the minimum size of an IP packet that
has a TCP header attached. Another choice might be the expected aver-
age packet size, which can be determined by studying traces of network
traffic. For example, measurements of the Internet backbone suggest that
the average IP packet is around 300 bytes long. However, such a router
would fall behind and perhaps start dropping packets when faced with
a long sequence of short packets, which is statistically likely from time
to time and also very possible if the router is subject to an active attack
(see Chapter 8). Design decisions of this type depend heavily on cost
considerations and the intended application of the router.

When it comes to the task of forwarding IP packets, routers can be
broadly characterized as having either a centralized or distributed for-
warding model. In the centralized model, the IP forwarding algorithm,
outlined earlier in this chapter, is done in a single processing engine that
handles the traffic from all ports. In the distributed model, there are sev-
eral processing engines, perhaps one per port, or more often one per line
card, where a line card may serve one or more physical ports. Each model
has advantages and disadvantages. All things being equal, a distributed
forwarding model should be able to forward more packets per second
through the router as a whole, because there is more processing power
in total. But a distributed model also complicates the software architec-
ture, because each forwarding engine typically needs its own copy of the
forwarding table, and thus it is necessary for the control processor to
ensure that the forwarding tables are updated consistently and in a timely
manner.

Another aspect of router implementation that is significantly different
from that of switches is the IP forwarding algorithm itself. In bridges and
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most ATM switches, the forwarding algorithm simply involves looking up
a fixed-length identifier (MAC address or VCI) in a table, finding the cor-
rect output port in the table, and sending the packet to that port. We
have already seen in Section 3.2.4 that the IP forwarding algorithm is a
little more complicated than that, in part because the relevant number of
bits that need to be examined when forwarding a packet is not fixed but
variable, typically ranging from 8 bits to 32 bits.

Because of the relatively high complexity of the IP forwarding algo-
rithm, there have been periods of time when it seemed IP routers might
be running up against fundamental upper limits of performance. How-
ever, as we discuss in the Further Reading section of this chapter, there
have been many innovative approaches to IP forwarding developed over
the years, and at the time of writing there are commercial routers that
can forward 40 Gbps of IP traffic per interface. By combining many such
high-performance IP forwarding engines with the sort of very scalable
switch fabrics discussed in Section 3.4, it has now become possible to
build routers with many terabits of total throughput. That is more than
enough to see us through the next few years of growth in Internet traffic.

Another technology of interest in the field of router implementation
is the network processor. A network processor is intended to be a device
that is just about as programmable as a standard PC processor, but
that is more highly optimized for networking tasks. For example, a net-
work processor might have instructions that are particularly well suited
to performing lookups on IP addresses, or calculating checksums on IP
datagrams. Such devices could be used in routers and other networking
devices (e.g., firewalls).

One of the interesting and ongoing debates about network processors
is whether they can do a better job than the alternatives. For exam-
ple, given the continuous and remarkable improvements in performance
of conventional processors, and the huge industry that drives those
improvements, can network processors keep up? And can a device that
strives for generality do as good a job as a custom-designed application-
specific integrated circuit (ASIC) that does nothing except, say, IP for-
warding? Part of the answer to questions like these depends on what
you mean by “do a better job.” For example, there will always be trade-
offs to be made between cost of hardware, time to market, performance,
power consumption, and flexibility—the ability to change the features
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supported by a router after it is built. We will see in later chapters just
how diverse the requirements for router functionality can be. It is safe to
assume that a wide range of router designs will exist for the foreseeable
future and that network processors will have some role to play.

3.5 SUMMARY

This chapter has begun to look at some of the issues involved in build-
ing scalable and heterogeneous networks by using switches and routers
to interconnect links and networks. The most common use of switching is
the interconnection of LANs, especially Ethernet segments. LAN switches,
or bridges, use techniques such as source address learning to improve for-
warding efficiency and spanning tree algorithms to avoid looping. These
switches are extensively used in data centers, campuses, and corporate
networks.

To deal with heterogeneous networks, the Internetworking Protocol
(IP) was invented and forms the basis of today’s routers. IP tackles hetero-
geneity by defining a simple, common service model for an internetwork,
which is based on the best-effort delivery of IP datagrams. An important
part of the service model is the global addressing scheme, which enables
any two nodes in an internetwork to uniquely identify each other for the
purposes of exchanging data. The IP service model is simple enough to be
supported by any known networking technology, and the ARP mechanism
is used to translate global IP addresses into local link-layer addresses.

A crucial aspect of the operation of an internetwork is the determina-
tion of efficient routes to any destination in the internet. Internet rout-
ing algorithms solve this problem in a distributed fashion; this chapter
introduced the two major classes of algorithms—link-state and distance-
vector—along with examples of their application (RIP and OSPF).

Both switches and routers need to forward packets from inputs to out-
puts at a high rate and, in some circumstances, grow to a large size to
accommodate hundreds or thousands of ports. Building switches that
both scale and offer high performance at acceptable cost is complicated
by the problem of contention; as a consequence, switches and routers
often employ special-purpose hardware rather than being built from
general-purpose workstations.


